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Information Security Policies

IS not a technical
1zational iIssue.

ganization’s security
defined by its policy.



Information Security Policies
u need policies?

les do you need?
u develop them?

should be avoided?



Why do you need security
policies?

on’t happen- policies
nd ensure consistency.

llowing generally accepted
ssary to demonstrate “due
d appropriate governance.

d it doesn’t exist- informal,
Icies” are not defensible



What policies do you need?

rocedures
Instructions



The documentation hierarchy:

ticulate the

tment to protecting
egrity and availability
ch it has stewardship.

Non-Technical



The documentation hierarchy:

guidance on the
e goals and standards
urity policy.

ontrols

Detalled



The documentation hierarchy:

de a step-by-step
menting technical
rt of security policies

I
Highly technical



Typical Policy Language

y will ensure that user
ured in a manner that
or recommendations
ards for information



Typical Procedure Language

ations will be

llowing minimal
ports that are not
Il be disabled,

be locked, remote
not be allowed...”



Typical Instruction Language

Istrator, log onto the
1zer.

following services:



Policies

employees, vendors,
omers, auditors, etc.



Procedures

cuments. May contain
tion. Disseminated by
group, as necessary.



Instructions

lled, sensitive internal
eminated to staff on a
d to know basis only.



Information Security Policies

andards- don't
pull it out of the air.



Information Security Policies

tandards: I1ISO 27002
- NIST 800 Series,
HIPAA, GLBA, PCI,



Information Security Policies

plates and boller
les.

Standards-based
es not mean generic



Information Security Policies

ed policy applies the
In the context of the
organization.



Information Security Policies

at are reasonable.

characters in length,
ymbols, must be changed
t be written down.”



Information Security Policies

that are reasonable.

8 characters in length,
umber and one symbol.
nged every 30 days.”



Information Security Policies

at are enforceable.

le (laptop) computers to a
cable lock, whenever they
stomer’s site.”



Information Security Policies

tops) will be configured
ion.”



Content

tice framework.



Important Policy Areas
—

e Document Information -document number,
Issue date, filing instructions, superceedures,
etc.

e Overall Security Policy Statement
e Regulatory Compliance

e Organizational Security- roles and
responsibilities, personnel security, security
training and awareness

e Security of Third Party Access



Important Policy Areas
—

e Outsourcing- standards for vendors,
developers, etc.

e Asset Classification and Control

e Information Classification- classification
guidelines, labeling and handling

e Security Incident Response
e Physical and Environmental Security

e Equipment Security- power supplies, secure
disposal and re-use

e Protection from Malicious Software and Code
e Network Management



Important Policy Areas
—

e Removable Media Control

e Exchange of Information- email, IM, etc.
e Access Control

e User Access Management

e User Responsiblilities- acceptable use, etc.
e Network Access Control

e Operating System Access Control

e Application Access Control

e Monitoring System and Network Activity
e Mobile Computing



Important Policy Areas
—

e System Development Life-Cycle
e Cryptographic Controls

e Disaster Recovery

e Business Continuity

e Audit

e Penalties for Non-Compliance

e Policy Update and Review

e Policy Exceptions and Waivers
e Authority




Important Procedures
—

e Risk Assessment

o SDLC

e Change Management

e Disaster Recovery/Business Continuity
Audit

Network Management

Remote Access/Mobile Computing
Removable Media

Encryption



Important Instructions
—

e \Workstation Configuration

e Router Configuration

e Server Configuration

e VPN Configuration

e Wireless Network Configuration

e System by System Recovery

e Incident Response- Forensic Investigation



Dissemination and
Soclalization

clearly written,
easily navigable.
ic/web-based

es to read and
e possible.



AVOID:

e “Policy by the Pound” -don’t expect to cover
every technical detalil or every eventuality.

e A disjointed series of documents that do not
relate in format, tone or content.

e Language that is not consistent across the

enterprise- IT, Security, Legal and HR must
dovetall.



Questions?
—

Bob Nied
rnied@niedgroup.com
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